//.| MailEssentials® | CoPilot

Al-Driven Content Filtering for Smarter Email Security

Overview

GFI MailEssentials Al's CoPilot is an Al-enhanced assistant that streamlines the creation of content
filtering rules within GFI MailEssentials. By combining targeted Q&A with GenAl technology, CoPilot
helps organizations rapidly define customized email security policies that align with their data
protection and compliance requirements—without requiring deep technical expertise.

Key benefits
Time efficiency

Traditional rule creation is manual and time-consuming. CoPilot automates the process,
allowing administrators to configure customized content filtering rules in minutes. This

reduces repetitive tasks, frees up IT resources, and ensures consistent policy implementation.

Compliance alignment

CoPilot identifies applicable regulations (e.g., GDPR, HIPAA, I1SO) based on business
location, data types, and industry. It recommends and creates rules required for compliance,

helping reduce risk and audit preparation time.

‘ 0 Customized DLP
o 5 Security needs vary across industries. CoPilot builds filtering rules based on your
k; Q organization's business structure, customer locations, and data categories—providing

tailored protection rather than one-size-fits-all templates.

Operational flexibility

Whether creating rules from scratch, refining existing ones, or supporting separate business

entities, CoPilot offers flexibility to adapt rulesets as your organization evolves. Additional
rules can be added, adjusted, or regenerated with minimal effort.

Improved accuracy and reduced risk

Al-generated rules help minimize human error and ensure that important filtering policies

are not overlooked. CoPilot also highlights rules needing further input, ensuring
configurations are complete and effective.
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= Import ExportCe. ¢
Import Export Co. vALD

B Company details Animport-export corporation specializing in the transportation of goads, operating globally.
@ Regulations ~ 7 Update infa
(2} Rules -
14 Applicable regulations 38 Potential regulations 7 Generated rules 0 Potential rules
Validity of data:  120days  ~ Rulesapplyevery:  60days Rules dovmlcaded on:  14/02/2024

These are the initial set of rules based on our conversation, but you can add more
by clicking the "Add custom rule’ button below.

Search rules..

# Rule name
1 v  Credit Card Number Detection Rule
2 v  US.BankAccount Number Rule

~ US. Individual Taxpayer dentification Number {ITIN) Rule

4 v~ US. Social Security Number

Who should use it?

Last regulation discovery: 60 daysago

Importance Type
High Generated
High Generated
High Generated
High Generated

() IT Administrators needing a faster and more @

accurate way to manage email filtering.

Compliance and security teams looking to oo

streamline audits and improve policy enforcement.
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@ Marukectr Company details

Conpariy detils What is your company about?

B Regulations ~
& Rules o Company logo
Help your team recognize your brand by uploading your logo.

Archiver Al
1, Upload file

Company name

Direction

Direction

Direction

Direction

Direction

Upload rule

Feedback

l @ Export repor

Applied

.

Add custom rule

Organizations handling sensitive customer data

that must comply with data protection laws.

MSPs managing email security policies across

multiple client environments.

| ManuFactor

Company description

Small manufacturing company based in Germany selling car parts for car doors

Business structure @

| SOLE_PROPRIETORSHIP

Sectors (0

| Manufacturing * Sales

Copyright © 2025 GFI USA, LLC, All rights reserved.

gfi.ai



3 GFI MailEssentials Al's CoPilot - Al-Driven Content Filtering for Smarter Email Security

What can GFI MailEssentials Al's CoPilot do for you?

® Automatically generate content filtering rules based on organizational inputs.

Align filtering rules with applicable regulations and industry best practices.

Highlight rules that need attention and guide the user to complete configurations.

Support multiple instances for different business units or client organizations.

GFI MailEssentials Al | %

° Analysing the submitted information, kindly wait..

. Hello! I'm here to help you review your company’s practices around digital data
leakage. Let's start by gathering some information about your business.

1.What is your business structure?
a) SOLE_PROPRIETORSHIP
b} PARTNERSHIP
) CORPORATION
d) LLC

2. Please describe your company's core business operations, For example, what

does your company do, and what does it specialize in?

1.c we're an import export corporation, based all over the world, with clients all over the world

oo

o Thank you for the information. Let's gather more details to ensure a comprehensive
review,
3. Which primary sectors does your business operate in?
a) Retail
b) Manufacturing
¢} Healthcare
d} Other (please specify)
4. Could you specify the country where your company is registered?
5. What types of data dees your company handle?
a) Financial
b) Personal
¢} Health
d) Other (please specify)
6. Are there any specific compliance requirements or special data handling needs
your company must adhere to? For example, 150, GDPR, etc.

Write your message here...

GFI MailEssentials Al's CoPilot reduces complexity, saves time, and enhances the security and
compliance posture of organizations by simplifying how content filtering rules are created and
maintained. It's the intelligent assistant for businesses seeking robust, scalable, and compliant email
protection—delivered with precision and ease.

Ready to simplify your email security operations?

Get started with GFI MailEssentials Al's CoPilot today and transform the way your
organization manages email protection. & sales@gfi.com
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