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GFI KerioControl 9.6.1 - Firewall Rule Reports

New in Kerio Control 9.6.1

What Is It?

Firewall Rule Reports is a new feature in Kerio Control 9.6.1 that tracks and displays per-rule traffic usage statistics
directly in the administration interface. Administrators can now see exactly which firewall rules are being matched,
how often, and by what traffic — without parsing raw logs.

How to Enable

Firewall Rule Reports is enabled per rule, directly within the Traffic Rule configuration:
1 Go to Firewall > Traffic Rules in the Kerio Control administration interface.
2 Open an existing rule (or create a new one).

3 IntheAction dialog, locate the Accounting section.

Traffic Rule - Action 21X
Action
Action: ﬂ Allow B
Accounting: [¥] Internet traffic chart
"] Log packets

F_ Log connections

4 Check "Internet traffic chart".

5 Savetherule.

Tip: Only rules with "Internet traffic chart" enabled will appear in the reports. Repeat for each rule
17 you want to track.
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Where It Is Displayed

Once enabled, usage data appears in the Dashboard under two views:

Dashboard Section What It Shows
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Most Used Firewall Rules

Most Used Firewall Rules

Rule Name Action
HTTPS forward Allow
SHTP Allow
VPN rule Allow
Intemet access (NAT) Allow
Local traffic Allow

Service

\
>

Destination
289 Internet Firewall
289 any Firewall
289 any Firewall
289 Firewall Internet

289 Firewall Firewall

Last Day. ~
Service

HTTPS.

TMAR, SMTP, ...

TPsec NATT, IPsec services, ...

all

Al

Top rules ranked by hit frequency - Rule Name, Action, Usage Count, Source, Destination,

Traffic Rules (Internet traffic only)

3 block 167.248.133.167
U BLOCK SMTP attackers
% HTTPS forward
% Internet access (NAT)
3 Local traffic
U My new rule
Y My Test rule

Y smrp

% traffic to TAHOMA
U VPN rule

The Value

For admins managing firewall policy:
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Visibility at a glance
Instantly see which rules are actively enforced vs.
rules that have never fired.

Faster troubleshooting

Correlate traffic volumes directly to rules without
digging through connection logs.

No extra tools needed

Built natively into the Kerio Control dashboard;
available as soon as 9.6.1 is installed.
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= Bandwidth Management Rules

= Traffic Rules (Internet traffic only)
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Full list of all tracked rules with individual usage counters

Policy hygiene

1] o
0 o

197 197

74 868 74 868
77 77

0 0

(] o

12 12

4 4

626 626

Identify and safely remove stale or redundant

rules with confidence.

Compliance-ready

Demonstrate to auditors that specific access

controls are active and in use.
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